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ABSTRACT
With the proliferation of digital media such as images, audio, and video, robust digital
watermarking and data hiding techniques are needed for copyright protection, copy control,
annotation, and authentication. While many techniques have been proposed for digital color and
grayscale images, not all of them can be directly applied to binary document images. The
difficulty lies in the fact that changing pixel values in a binary document could introduce
irregularities that are very visually noticeable. Over the last few years, we have seen a growing
but limited number of papers proposing new techniques and ideas for document image
watermarking and data hiding. In this paper, we present an overview and summary of recent
developments on this important topic, and discuss important issues such as robustness and data
hiding capacity of the different techniques.
Keywords: data hiding; watermarking; binary images; document images; authentication;
copyright control

1. INTRODUCTION
As digital devices such as scanners and digital cameras become more available, and mass storage
media for digital data becomes more affordable, the use of digital images in practical applications
is becoming more widespread. Practical imaging applications range from famous works of art, to
bank checks, and medical images. Reliable methods for copyright protection, copy control,
annotation, and authentication are therefore needed. A variety of digital watermarking and data
hiding techniques have been proposed for such purposes. However, most of the methods
developed today are for grayscale and color images [1], where the gray level or color value of a
selected group of pixels is changed by a small amount without causing visually noticeable
artifacts. These techniques cannot be directly applied to binary document images where the pixels
have either a 0 or a 1 value. Arbitrarily changing pixels on a binary image causes very noticeable
artifacts (see Figure 1 for an example). A different class of embedding techniques must therefore
be developed. These would have important applications in a wide variety of document images
that are represented as binary foreground and background; e.g. bank checks, financial
instruments, legal documents, driver licenses, birth certificates, digital books, engineering maps,
architectural drawings, road maps, etc. Until recently, there has been little work on watermarking
and data hiding techniques for binary document images. Over the last few years, we have seen a
growing but limited number of papers proposing new techniques and ideas for document image

watermarking and data hiding. In this paper, we present an overview and summary of recent
developments on this important topic, and present discussions on important issues such as
robustness and data hiding capacity.

Figure 1. Effect of Arbitrarily Changing Pixel Values on a Binary Image

Most document images are binary in nature and consist of a foreground and a background
color. The foreground could be printed characters of different fonts and sizes in text documents,
handwritten letters and numbers in a bank check, or lines and symbols in engineering and
architectural drawings. Some documents have multiple gray levels or colors, but the number of
gray levels and colors is usually few and each local region usually has a uniform gray level or
color, as opposed to the different gray levels and colors you find at individual pixels of a
continuous-tone image. Some binary documents also contain grayscale images represented as
half-tone images, e.g. the photos in a newspaper. In such images, n x n binary patterns are used to
approximate gray level values of a gray scale image, where n typically ranges from 2 to 4. The
human visual system performs spatial integration of the fine binary patterns within local regions
and perceives them as different intensities [2].
In Section 2 of this paper, we summarize recent developments in binary document image
watermarking and data hiding techniques. In Section 3, we present a discussion on these
techniques, and in Section 4, we give our concluding remarks.

2. RECENT DEVELOPMENTS
Watermarking and data hiding techniques for binary document images can be classified according
to one of the following embedding methods: text line, word, or character shifting, boundary
modifications, fixed partitioning of the image into blocks, modification of character features,
modification of run-length patterns, or modifications of half-tone images. In the rest of this
section we describe representative techniques for each of these methods.
2.1 Text Line, Word or Character Shifting
This class of methods shifts a text line, a group of words, or a group of characters by a small
amount to embed data. They are applicable to documents with formatted text.
S. Low and co-authors have published a series of papers on document watermarking based on
line and word shifting ([3] to [7]). These methods are applicable to documents that contain
paragraphs of printed text. Data is embedded in text documents by shifting lines and words
spacing by a small amount (1/150 inch.) For instance, a text line can be moved up to encode a ‘1’
or down to encode a ‘0’, a word can be moved left to encode a ‘1’ or right to encode ‘0’. The
techniques are robust to printing, photocopying, and scanning. In the decoding process,

distortions and noise introduced by printing, photocopying and scanning are corrected and
removed as much as possible. Detection is by use of maximum-likelihood detectors. In the system
they implemented, line shifts are detected by the change in the distance of the marked line and
two control lines -- the lines immediately above and below the marked line. In computing the
distance between two lines, the estimated centroids of the horizontal profiles (projections) of the
two lines are used as reference points. Vertical profiles (projections) of words are used for
detecting word shifts. The block of words to be marked (shifted) is situated between two control
blocks of words. Shifting is detected by computing the correlation between the received profile
and the uncorrupted marked profile. The line shifting approach has low embedding capacity but
the embedded data is robust to severe distortions introduced by processes such as printing,
photocopying, scanning, and facsimile transmission. The word shifting approach has better data
embedding capacity but reduced robustness to printing, photocopying and scanning.
In [8], a combined approach that marks a text document by line or word shifting, and detects
the watermark in the frequency domain by Cox et. al.’s algorithm [9] was proposed. It attempts to
combine the unobtrusiveness of spatial domain techniques and the good detection performance of
frequency domain techniques. Marking is performed according to the line and word shifting
method described above. The frequency watermark X is then computed as the largest N values of
the absolute differences in the transforms of the original document and the marked document. In
the detection process, the transform of the corrupted document is first computed. The corrupted
frequency watermark X* is then computed as the largest N values of the absolute differences in
the transform of the corrupted document and the original document. The detection of watermark
is by computing a similarity between X and X*. This method assumes that the transform of the
original document, and the frequency watermark X computed from the original document and the
marked document (before corruption) is available during the detection process.
In [10], it is shown that the height of a bounding box enclosing a group of words can be used to
embed data. The height of the bounding box is increased by either shifting certain words or
characters upward, or by adding pixels to end lines of characters with ascenders or descenders.
The method was proposed to increase the data embedding capacity over the line and/or word
shifting methods described above. Experimental results show that bounding box expansions as
small as 1/300 inch can be reliably detected after several iterations of photocopying. For each
mark, one or more adjacent words on an encodable text line are selected for displacement
according to a selection criterion. The words immediately before and after the shifted word(s),
and a block of words on the text line immediately above or below the shifted word(s), remain
unchanged and are used as “reference heights” in the decoding process. The box height is
measured by computing a local horizontal projection profile for the bounding box. This method is
very sensitive to baseline skewing. A small rotation of the text page can cause distortions in
bounding box height, even after de-skewing corrections. Proper methods to deal with skewing
require further research.
In [11], character spacing is used as the basic mechanism to hide data. A line of text is first
divided into blocks of characters. A data bit is then embedded by adjusting the widths of the
spaces between the characters within a block, according to a predefined rule. This method has
advantage over the word spacing method above in that it can be applied to written languages that
do not have spaces with sufficiently large width for word boundaries; e.g. Chinese, Japanese, and
Thai. The method has embedding capacity comparable to that of the word shifting method.
Embedded data is detected by matching character spacing patterns corresponding to data bits ‘0’
or ‘1’. Experiments show that the method can withstand document duplications. However,
improvement is needed for the method to be robust against severe document degradations. This

could be done by increasing the block size for embedding data bits, but this also decreases the
data embedding capacity.
2.2 Fixed Partitioning of Images
This class of methods partitions an image into fixed blocks of size m x n, and computes some
pixel statistics or invariants from the blocks for embedding data. They can be applied to binary
document images in general; e.g. documents with formatted text or engineering drawings.
In [12], the input binary image is divided into 3 x 3 (or larger) blocks. The flipping priorities of
pixels in a 3 x 3 block are then computed and those with the lowest scores can be changed to
embed data. The flipping priority of a pixel is indicative of the estimated visual distortion that
would be caused by flipping the value of a pixel from 0 to 1 or from 1 to 0. It is computed by
considering the change in smoothness and connectivity in a 3 x 3 window centered at the pixel.
Smoothness is measured by the horizontal, vertical, and diagonal transitions, and connectivity is
measured by the number of black and white clusters in the 3 x 3 window. Data is embedded in a
block by modifying the total number of black pixels to be either odd or even, representing data
bits 1 and 0, respectively. Shuffling is used to equalize the uneven embedding capacity over the
image. It is done by random permutation of all pixels in the image after identifying the flippable
pixels.
In [13], an input binary image is divided into blocks of 8 x 8 pixels. The numbers of black and
white pixels in each block are then altered to embed data bits 1 and 0. A data bit 1 is embedded if
the percentage of white pixels is greater than a given threshold, and a data bit 0 is embedded if the
percentage of white pixels is less than another threshold. A group of contiguous or distributed
blocks is modified by switching white pixels to black or vice versa until such thresholds are
reached. For ordinary binary images, modifications are carried out at the boundary of black and
white pixels, by reversing the bits that have the most neighbors with the opposite pixel value. For
dithered images, modifications are distributed throughout the whole block by reversing bits that
have the most neighbors with the same pixel value. This method has some robustness against
noise if the difference between the thresholds for data bits 1 and 0 is sufficiently large, but this
also decreases the quality of the marked document.
In [14], a data hiding scheme using a secret key matrix K and a weight matrix W is used to
protect the hidden data in a host binary image. A host image F is first divided into blocks of size
m x n. For each block Fi , data bits b1b2 ...br are embedded by ensuring the invariant

SUM (( Fi ⊕ K ) ⊗ W ) ≡ b1b2 ...br (mod 2 r ) ,
where ⊕ represents the bit-wise exclusive OR operation, ⊗ represents pair-wise multiplication,
and SUM is the sum of all elements in a matrix. Embedded data can be easy extracted by
computing

SUM (( Fi ⊕ K ) ⊗ W )(mod 2 r )
The scheme can hide as many as log 2 ( mn + 1) bits of data in each image block by changing at
most 2 bits in the image block. It provides high security, as long as the block size (m x n) is
reasonably large. In a 256 x 256 test image divided into blocks of size 4 x 4, 16,384 bits of
information was embedded. This method does not provide any measure to ensure good visual
quality in the marked document.

In [15], an enhancement was made to the method proposed in [14] by imposing the constraint
that every bit that is to be modified in a block is adjacent to another bit that has the opposite
value. This improves the visual quality of the marked image by making the inserted bits less
visible, at the expense of sacrificing some data hiding capacity. The new scheme can hide up to
log 2 ( mn + 1) − 1 bits of data in an m x n image by changing at most 2 bits in the image block.
2.3 Boundary Modifications
In [16], the data is embedded in the 8-connected boundary of a character. A fixed set of pairs of
five-pixel long boundary patterns were used for embedding data. One of the patterns in a pair
requires deletion of the center foreground pixel, whereas the other requires the addition of a
foreground pixel. A unique property of the proposed method is that the two patterns in each pair
are dual of each other -- changing the pixel value of one pattern at the center position would result
in the other. This property allows easy detection of the embedded data without referring to the
original document, and without using any special enforcing techniques for detecting embedded
data. Experimental results showed that the method is capable of embedding about 5.69 bits of
data per character (or connected component) in a full page of text digitized at 300 dpi. The
method can be applied to general document images with connected components; e.g. text
documents or engineering drawings.
2.4 Modifications of Character Features
This class of techniques extracts local features from text characters. Alterations are then made to
the character features to embed data.
In [17], text areas in an image are identified first by connected component analysis, and are
grouped according to spatial closeness. Each group has a bounding box that is divided into four
partitions. The four partitions are divided into two sets. The average width of the horizontal
strokes of characters is computed as feature. To compute average stroke width, vertical black runs
with lengths less than a threshold are selected and averaged. Two operations – “make fat” and
“make thin” – are defined by increasing and decreasing the lengths of the selected runs,
respectively. To embed a “1” bit, the “make fat” operation is applied to partitions belonging to set
1, and the “make thin” operation is applied to partitions belongs to set 2. The opposite operations
are used to embed “0” bit. In the detection process, detection of text line bounding boxes,
partitioning, and grouping are performed. The stroke width features are extracted from the
partitions, and added up for each set. If the difference of the sum totals is larger than a positive
threshold, the detection process outputs 1. If the difference is less than a negative threshold, it
outputs 0. This method could survive the distortions caused by print-and-scan (re-digitization)
processes. The method’s robustness to photocopying needs to be furthered investigated.
In [18], a scheme is presented to embed secret messages in the scanned grayscale image of a
document. Small sub-character-sized regions that consist of pixels that meet criteria of textcharacter parts are identified first, and the lightness of these regions are modulated to embed data.
The method employs two scans of the document – a low resolution scan and a high resolution
scan. The low-resolution scan is used to identify the various components of the document and
establish a coordinate system based on the paragraphs, lines and words found in the document. A
list of sites for embedding data is selected from the low resolution scanned image. Two site
selection methods were presented in the paper. In the first method, a text paragraph is partitioned
into grids of 3 x 3 pixels. Grid cells that contain predominately text-type pixels are selected. In

the second method, characters with long strokes are identified. Sites are selected at locations
along the stroke. The second scan is a full-resolution scan that is used to generate the document
copy. The pixels from the site lists generated in the low-resolution scan are identified and
modulated by the data bits to be embedded. Two or more candidate sites are required for
embedding each bit. For example, if the difference between the average luminance of the pixels
belonging to the current site and the next one is positive, the bit is a 1; else, the bit is a 0. For
robustness, the data to be embedded is first coded using an error correcting code. The resulting
bits are then scrambled and dispersed uniformly across the document page. For data retrieval, the
average luminance for the pixels in each site is computed and the data is retrieved according to
the embedding scheme and the input site list. This method was claimed to be robust against
printing and scanning. However, this method requires that the scanned grayscale image of a
document be available. The data hiding capacity of this method depends on the number of sites
available on the image, and in some cases, there might not be enough sites available to embed
large messages.
2.5 Modification of Run-Lengths
In [19], a method was proposed to embed data in the run-lengths of facsimile images. A facsimile
document contains 1,728 pixels in each horizontal scan line. Each run length of black (or
foreground) pixels is coded using modified Huffman coding scheme according to the statistical
distribution of run-lengths. In the proposed method, each run length of black pixels is shortened
or lengthened by one pixel according to a sequence of signature bits. The signature bits are
embedded at the boundary of the run lengths according to some pre-defined rules.
2.6 Modifications of Half-Toning Images
Several watermarking techniques have been developed for half-tone images that can be found
routinely in printed matters such as books, magazines, newspapers, printer outputs, etc. This class
of methods can only be used for half-tone images, and are not suitable for other types of
document images. The methods described in [20] and [21] embed data during the half-toning
process. This requires the original grayscale image. The methods described in [13],[22],[23] and
[24] embed data directly into the half-tone images after they have been generated. The original
grayscale image is therefore not required.
In [20], a sequence of two different dither matrices (instead of one) was used in the half-toning
process to encode the watermark information. The order in which the two matrices are applied is
the binary representation of the watermark. In [25] and [26], two screens were used to form two
halftone images and data was embedded through the correlations between the two screens.
In [22] and [23], three methods were proposed to embedded data at pseudo-random locations in
half-tone images without knowledge of the original multi-tone image and the half-toning method.
The three methods, named DHST, DHPT, and DHSPT, use one half-tone pixel to store one data
bit. In DHST, N data bits are hidden at N pseudo-random locations by forced toggling. That is,
when the original half-tone pixel at the pseudo-random locations differs from the desired value, it
is forced to toggle. This method results in undesirable clusters of white or black pixels. In the
detection process, the data is simply read from the N pseudo-random locations. In DHPT, a pair
of white and black pixels (instead of one in DHST) is chosen to toggle at the pseudo-random
locations. This improves over DHST by preserving local intensity and reducing the number of
undesirable clusters of white or black pixels. DHSPT improves upon DHPT by choosing pairs of
white and black pixels that are maximally connected with neighboring pixels before toggling.

The chosen maximally connected pixels will become least connected after toggling and the
resulting clusters will be smaller, thus improving visual quality.
In [24], an algorithm called intensity selection (IS) is proposed to select the best location, out
of a set of candidate locations, for the application of the DHST, DHPT and DHSPT algorithms.
By doing so, significant improvement in visual quality can be obtained in the output images
without sacrificing data hiding capacity. In general, the algorithm chooses pixel locations that are
either very bright or very dark. It represents a data bit as the parity of the sum of the half-tone
pixels at M pseudo-random locations and selects the best out of the M possible locations. This
algorithm, however, requires the original grayscale image or computation of the inverse-halftoned image.
In [21], two data hiding techniques for digital half-tone images were described: modified
ordered dithering and modified multiscale error diffusion. In the first method, one of the 16
neighboring pixels used in the dithering process is replaced in an ordered or pre-programmed
manner. The method was claimed to be similar to replacing the insignificant one or two bits of a
gray scale image, and is capable of embedding 4,096 bits in an image of size 256 x 256 pixels.
The second method is a modification of the multi-scale error diffusion (MSED) algorithm for
half-toning as proposed in [27], which alters the binarization sequence of the error diffusion
process based on the global and local properties of intensity in the input image. The modified
algorithm uses fewer floors (e.g. 3 or 4) in the image pyramid and displays the binarization
sequence in a more uniform and progressive way. After 50% of binarization is completed, the
other 50% is used for encoding the hidden data. It is feasible that edge information can be
retained with this method.

3. DISCUSSION
Robustness to printing, scanning, photocopying, and facsimile transmission is an important
consideration when hardcopy distributions of documents are involved. Of the methods described
above, the line and word shifting approaches described in [3] to [8], and the method using
intensity modulation of character parts [18] are reportedly robust to printing, scanning, and
photocopying operations. These methods, however, have low data capacity. The method
described in [17] reportedly can survive printing and scanning (re-digitization) if the strokes
remain in the image. This method’s robustness to photocopying still needs to be determined. The
bounding box expansion method described in [10] is a robust technique, but further research is
needed to develop appropriate document de-skewing technique for the method to be useful. The
character spacing width sequence coding method described in [11] can withstand modest amount
of document duplications.
The methods described in [12],[16],[14],[15],[19], and [21] to [24] are not robust to printing,
scanning and copying operations but they offer high data embedding capacity. These methods are
useful in applications when documents are distributed in electronic form, when no printing,
photocopying, and scanning of hardcopies are involved. The method in [13] also has high
embedding capacity. It offers some amount of robustness if the two thresholds are chosen
sufficiently apart, but this also decreases image quality.
Methods based on character feature modifications require reliable extraction of the features.
For example, the methods described in [17] and one of the two site-selection methods presented
in [18] require reliable extraction of character strokes. The boundary modification method
presented in [16] traces the boundary of a character (or connected-component), which can always

be reliably extracted in binary images. This method also provides direct and good image quality
control. The method described in [19] was originally developed for facsimile images, but could
be applied to regular binary document images. The resulting image quality, however, may be
reduced.
A comparison of the above methods shows that there is a trade off between embedding
capacity and robustness. Data embedding capacity tends to decrease with increased robustness.
We also observed that for a method to be robust, data must be embedded based on computing
some statistics over a reasonably large set of pixels, preferably spread out over a large region,
instead of based on the exact locations of some specific pixels. For example, in the line shifting
method, data is embedded by computing centroid position from a horizontal line of text pixels,
whereas in the boundary modification method, data is embedded based on specific configurations
of a few boundary pixel patterns.
In addition to robustness and capacity, another important characteristic of a data hiding
technique is its “security” from a steganographic point of view. That is, whether documents that
contain an embedded message can be distinguished from documents that do not contain any
message. Unfortunately, this aspect has not been investigated in the literature. However, for any
of the above techniques to be useful in a covert communication application, the ability of a
technique to be indistinguishable is quite critical. For example, a marked document created using
line and word shifting can easily be spotted as it has characteristics that are not expected to be
found in “normal” documents. The block-based techniques and boundary-based technique
presented in Sections 2.2 and 2.3 may produce marked documents that are distinguishable if they
introduce too much irregularities or artifacts. This needs to be further investigated. A similar
comment applies to the techniques presented in Section 2.4. In general, it appears that the
development of “secure” steganography techniques for binary documents has not received
enough attention in the research community and much work remains to be done in this area.
Table 1 summarizes the different methods in terms of embedding techniques, robustness,
advantages/disadvantages, data embedding capacity, and limitations. Robustness here refers to
robustness to printing, photocopying, scanning, and facsimile transmission.

4. CONCLUDING REMARKS
We have presented an overview and summary of recent developments in binary document image
watermarking and data hiding research. Although there has been little work done on this topic
until recent years, we are seeing a growing number of papers proposing a variety of new
techniques and ideas. Research on binary document watermarking and data hiding is still not as
mature as for color and grayscale images. More effort is needed to address this important topic.
Future research should aim at finding methods that offer robustness to printing, scanning, and
copying, yet providing good data embedding capacity. Quantitative methods should also be
developed to evaluate the quality of marked images. The steganographic capability of different
techniques needs to be investigated and techniques that can be used in covert communication
applications need to be developed.
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Table 1. Comparison of Techniques
Ref

Techniques

Robustness

[3-7]
[3-7]
[10]

Line shifting
Word shifting
Bounding box
expansion
Character spacing

High
Medium
Medium

[11]

[12]

Medium

Advantages (+) /
Disadvantages (-)

- Sensitive to document
skewing
+ Can be applied to
languages with no clearcut word boundaries
+ Can be applied to
binary images in general

Capacity

Limitations

Low
Low/Medium
Low/Medium

Formatted text only
Formatted text only
Formatted text only

Low/Medium

Formatted text only

Fixed partitioning
-Odd/Even pixels
Fixed partitioning
–
Percentage of
white/black pixels
Fixed partitioning
–Logical invariant

None

[16]

Boundary
modifications

None

[17]

Modification of
horizontal stroke
widths
Intensity
modulations of
sub-character
regions
Run-length
modifications
Use two-dithering
matrices
Embed data at
pseudo-random
locations
Modified ordered
dithering
Modified error
diffusion

Medium

Low/Medium

Medium

Medium

[13]

[14][15]

[18]

[19]
[20]
[22] to [24]

[21]
[21]

Low/Medium

None

None

+ Can be applied to
binary images in general
- Image quality may be
reduced
+ Embed multiple bits
within each block
+ Use of a secret key
+ Can be applied to
general binary images w.
connected components
+ Direct control on image
quality

- Image quality may be
reduced

High

High

High

High

Languages rich in
horizontal strokes
only
Grayscale images of
scanned documents
only

High

None
None

High

None

High

None

High

Half-tone images
only
Half-tone images
only
Half -tone images
only
Half-tone images
only

